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Firmware, hypervisor, kernel, library and application
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! Rootkit or Root kit
2 Trojan

* Backdoors

* Kernel

> Listener

® Sniffer

’ Read only memory
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! Hypervisor
% Root / Administrator / Super user
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! System call - The mechanism used by an application program to request service from the operating system. System
calls often use a special machine code instruction which causes the processor to change mode (e.g. to "supervisor
mode" or "protected mode"). This allows the OS to perform restricted actions such as accessing hardware devices or
the memory management unit.
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Sophos Anti-Rootkit ®

JRI=TES
Sophos Anti-Rootkit

—Please select areas to scan For hidden objects

Area I
Running processes
[} |windows registry
WI=Local hard drives

e g AT Exit Help
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Scan results
" Wiew hidden processes and files i Wiew hooked services
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7 Wiew all proceszes
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O \DriversTepip-sIRP.. Oxadd46702a  C:AWIMDOWS Sspstem32\Drivershesyet sys
O \DrivertsTepip-: AP, Oxadd46702a  CoAWINDOWShsystem32\Diversheayet sys
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